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to another. At the moment there is no general
agreement as to which law should apply in
the case of disputes, and how claims should
be dealt with. For internet providers, there is a
danger that they will have to face legal claims
that are difficult to foresee.

* The protection of personal data on the internet is
essential for building up trust with consumers.
If client data is misused by a company or by a
third party, this may result not just in loss of
confidence, but also in liability claims.

* The greater outsourcing of business processes
may increase conflicts between independent
business partners, possibly leading to more
legal disputes.

6- CONCLUSION

It is evident that the insurance industry is gearing
up for e-insurance. Insurers, intermediaries
and reinsurers are investing in IT and trying to
determine the proper business model to follow.
The fundamentally information intensive nature
of the insurance product will eventually make full
e-business treatment a workable option provided
that efficiencies do materialize and are passed on
to consumers. To succeed as e-insurance, it has to
be cheaper and better than the traditional offline
option.

Today IT is widely used to handle communication
with intermediaries, policy processing, premium
notices, market analysis, sales forecast and
accounting. Cleary, insurance is an information-
intensive enterprise and is thus suitable for e-
commerce.

Many insurers and intermediaries have realized
that e-insurance is not just about distributing
insurance products on the Internet and have
incorporated their e-business plans into their
overall business strategy. Adopting e-insurance
and introducing change in IT system is an
incremental process, not an event, and should
stem from a fundamental need to reengineer
and modernize business processes in order to
better respond to client demand, as well as to
the client’s own adoption of Internet technology.
Substantial investments may be required and
open communication with stakeholders and
policyholders should be a given. Insures should
focus on growth as well as on cost reduction.
Efficiencies may materialize, but forecasts
and calculations must not undermine the costs
of online client acquisition and retention, and
marketing, in particular if the insurer is of the
Internet pure-play type.

Website functionality is an issue in its own right,
requiring a proper definition of customer and
product profiles. It also needs precise interlocking
with powerful back-office IT. Insurers and
intermediaries need to examine how they can
achieve the most possible value added through
an online presence. A fundamental problem of all
insurance websites is the low rate of repeat visits by
existing customers. Increasing repeat visits, as well
as new traffic to the insurer’s website is essential.

dgigali gnlgag cilwl ja

Unfortunately, there is no clear recipe for success
and e-insurers may have to look very closely at the
Internet habits, demographics and lifestyles of their
clients to find answers. Once improvements are
achieved, the existing e-insurance infrastructure
must be used to market financial products
related to a customer’s insured assets, within
the limitations set by insurance and financial
regulations of the market. Regular updates are a
requisite feature. Online traffic should be analyzed
from the point of view of how it can be converted
to income and whether the website and the general
IT infrastructure are well matched.

The same appliestoinsurance supervisors and regulators.
The power of the Internet should be harnessed to improve
consumer protection and education and awareness
building. It can also be used to receive and process
periodic financial reports, thereby freeing up resources
for supervising management and insurance practices.
Also, national insurance supervisors can use Internet
technologies to communicate among themselves and
coordinate activities related to preventing fraud and
money laundering.

E-insurance faces three serious challenges. The
first is to redefine the relationships between
insurers and their agents and brokers. The second
is to bring existing pre-Internet computerized
data systems out of the back office and online,
onto the World Wide Web. The third challenge is
to interface the business process of insurance to a
fully functional website given the fact that most
existing customers are unlikely to make frequent
repeat visits to a site.

While e-commerce has not changed insurance
products greatly, insurance companies and brokers
need to be innovative in their use of e-commerce
channels to ensure that they continue to meet
public need and also to address public concerns
(especially regarding security). They also need to
ensure that their e-commerce strategies meet the
commercial threats that may arise from new the
“e-insurance”. There is a great need to ensure that
e-commerce channels are integrated properly with
more conventional trading methods and the online
customer relationship is managed appropriately.
E-commerce is here to stay, and it is already the
preferred mode of doing business around the
world. Proactive steps should be taken as there is
no place for laggards in this cyber world. Insurers
need to realize that on-line insurance should not
be taken lightly. These endeavors require real
commitment and leadership to reap the rewards
of smarter, more robust business processes.
Meanwhile, it appears that insurers are
unfortunately not making the best out of the web.
(Footnotes)

% Michael Pastor, Banking, Insurance Gain Interest,
CybeAtlas, available[online]: http://cyberatlas.internet.com/
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¥ The National Underwriter. Blaster Worm shows
Insurer’s  Vulnerability, available[online]:  http://www.
nationalunderwriter.com/tech/news/viewNews?aritcleld=522
26/8/2003

BE-commerce in insurance, Martyn Allez, http://www.cii.
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5- E-BUSINESS RISKS
E-business not only leads to rationalization of
business process, it also presents new risks.

The Security Problem

Businesses’ increased use of the Internet and the
substantial growth in opportunity for emerging e-
business insurance market may not be all good news
unless the security of dealing over the internet is
solved.

Those consumers who are interested but still
hesitant to conduct insurance transactions online,
say personal attention and security remain their
top concern (Figure 6). Although the security
concern dropped across the board (28% in 2003
from 34% in 1998, according to Opinion Research
Corporation International)®, security still rank
among the top reasons why consumers may not
submit an insurance online.

Figure 5

Reasons for not purchasing an on-line
insurance policy in Europe
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*Base: Those who requested insurance quote but did not purchase a
policy online

Source: David Parry. The Future of European Insurance, available
[online]: www.ReutersBusinessInsight.com

Is the Internet secure as a media?

With all the data being collected by insurers on
their customers, keeping it private and secure is
not only good business - it is the law.

As insurers address the issues of security, they
find related issues of privacy, confidentiality
and the certainty about the true identity of their
website user.

Connecting insurers’ core networks to the Internet
has created major security risks and threats that
need to be handled very carefully to prevent
unauthorized access by hackers resulting in a

AR\ PA T {FNE P ] | = | Y

new style of crimes
normally referred to as
Cyber Crime.

In its annual survey on
cyber risks, the St. Paul
Insurance  Company
reported that 90% of
responding companies
had detected at least
one electronic breach
of security in 2003,
with 80% of those
acknowledging

. Ol mwls
afinancial loss due to | . i RRIJERTIP

a breach.”” Clearly the | . _ 11, zalari @ity g ot
internet is N0t a SECUIe | * . ixiy b 31 3yt 38 s
media.
In the United Kingdom
BS7799, the British Standard for Information
Security Management provides a good guide to
best practice in IT security and has been used as a
reference point by authorities in many countries.
As from 2004 the European Network and
Information Security Agency (ENISA) will
provide a pan-European presence to combat
and minimize the impacts of viruses, computer
“hacking” and online surveillance. ENISA
will co-operate with businesses and national
governments to promote the use of more rigorous
security standards and policies?.
Other types of risks include:
Technical risks:
E-businesstechnologiesincreasethesusceptibility
to technical faults. Apart from costly downtime
and loss of production, the ongoing networking
trend increases the danger of virus infection and
hacker attacks, which could seriously disrupt the
entire production process. System availability
will become a critical success factor for online
insurers. If a system fails, it not only paralyses
distribution, but may also cause long-term loss of
confidence and damage to the insurer’s reputation
and credibility.
Liability risks>:
These risks will most likely increase due to the following:
* The internet automatically provides worldwide
distribution. This means internet providers
are confronted with many different legal
requirements. The degree of consumer
protection differs enormously from one country
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